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Bogus Documents



Document Fraud

“Transcript fraud is an international problem”

“Not attaining a level of education poses a 
challenge that in turn creates demand for 
solutions both fair and fraudulent”

“Document fraud ranges from minor alteration 
to complete fabrication, but it is all FRAUD”



https://www.transparency.org/en/cpi/2021

https://www.transparency.org/en/cpi/2021


Alteration
• Altering an existing, 

authentic document 
• Changing name and 

biographical data
• Changing ownership



Changes:
• Name
• Date of Birth
• Date Admitted
• Date of Issue

Not Changed:
• Student ID
• Registration No. 



• Alteration
• Changing contents of an 

authentic document that 
belongs to the applicant
• Grades

• Course Titles

• Graduation confirmation

• Etc. 



Fake Real

• Authentic 
document

• Altered 
grading scale 
to increase 
calculated GPA



Fabrication

• Creating a new document 
from scratch

• Made to resemble an 
authentic credential



Obvious Fabrication

Not So Obvious Fabrication

• Font wrong

• Color wrong



Verification
• Electronic

• Instant

• Free or fee-based

• Direct

• Time/Resource-
consuming

• Reliability issues

• Mail

• Post or courier?

• Email

• Official email address/ 
domain, or yahoomail/ 
gmail.com?• Was this credential issued 

by your institution?
• Does the information on 

this credential match your 
internal records?



Verifying Degree Conferral

• + Confirms award of degree/credential from primary or semi-
primary source

• + Affirms student identity

• + Can confirm professional qualification

• - Does not always confirm subjects or curriculum

• - Does not confirm performance or grades

• - Limited data or op

• Can be optional to student

• When tools for confirming degree conferral exist, it is imperative to 
use them for efficient and effective credential evaluation 



Ecuador

• Ministerio de Educación – Primary and secondary 
education
• Contains records from dating back to 1985

• Consejo de Educación Superior - Post-secondary
• Secretaría de Educación Superior, Ciencia, Tecnología 

e Innovación (SENESCYT)



http://www.senescyt.gob.ec/consulta-titulos-
web/faces/vista/consulta/consulta.xhtml

Name OR 
Cédula/Passport 
number

http://www.senescyt.gob.ec/consulta-titulos-web/faces/vista/consulta/consulta.xhtml


XXXXXXXXXX

Identification number 
on transcript, not on 
diploma



Ingeniera En Petroleo, Escuela Superior Politecnica Del Litoral, 
Registered in 2003



Verifying Results

• + Confirms results of examinations and/or coursework
• + Affirms student identity and performance
• + Confirms program content through course titles

• - Less common
• - Huge data set required
• - Does not confirm performance or grades

• Direct verification is more likely to answer the question 
“Does the data on this credential match your internal 
records?”



https://ghana.waecdirect.org/

https://ghana.waecdirect.org/




https://www.taicep.org/taiceporgwp/resources/verification-
sources-for-educational-documents/

• Database of verification 
sources
• Member resource

• Online verification and direct 
contacts

• Searchable

https://www.taicep.org/taiceporgwp/resources/verification-sources-for-educational-documents/


Bogus Institutions



School is fully 
recognized

Awarding 
institution is 
recognized 

but a separate 
institution 

conducts the 
teaching

School was 
recognized for 
a period, but 
recognition 

expired

School is 
recognized 
but certain 

programs are 
not

School exists 
but is not 

(yet) 
recognized

School does 
not exist, but 
claims fake 
recognition

Degrees of Recognition



Recognized
Official status usually given by a governmental body, in the context of 
authorization to award degrees

Accredited
Status of external QA recognition, an indication that the minimum 
educational standards have been met. Typically a voluntary process, but it 
may be a condition for funding, transfer credit, licensure, etc. The 
reviewing entity may or may not be a governmental body.

Important Terms



Gray-Area Terms

Incorporated
Having formed a legal corporation

Chartered
Having rights & privileges established by a charter. However, an entity 
can form a corporation and have the corporation charter itself.

Licensed or Registered
Usually refers to having a permit to operate as a business. “Registered” 
can also refer to a status that is a prerequisite for candidacy for 
accreditation.



• Credit by equivalency examinations (CLEP…)

• Credit for independent study or private study 

• Credit for weekend programs, evening programs, summer 

programs

• Credit for life-experience learning (internships, volunteer 

work – social work, political campaigns, study travel)

• BUT NOT AN ENTIRE DEGREE!

Alternative Ways of Earning Credit



• “Golden Age of the Internet”

• A way to advertise to millions at very little cost

• A way to remain anonymous 

• An easy electronic banking system

• Growth in technology for more sophisticated fakes

• Emergence of transnational and online programs to confuse the issue

• No standardized definition

• Lack of jurisdictional authority

Why is it so easy?



“United Kingdom”



“Switzerland”



“Netherlands”



“Ireland”



“Netherlands”

Clue: American Style Format and Terminology



University Degree Program

Enterprise Mail Server Mail Server IP Address

Ashford University ashfordu.org 216.136.232.176

Brentwick University univdp.org 216.136.232.176

Glencullen University univdp.org 216.136.232.176

Hartley University hartleyuniversity.org 207.150.192.12

Kingsfield University kingsfieldu.org 216.136.232.176

Parkwood University parkwoodu.org 216.136.232.176

Shelbourne University univdp.org 216.136.232.176

Thornewood University thornewood.org 216.136.232.176

University of Devonshire uofdevonshire.org 216.136.232.176

University of Ravenhurst uofravenhurst.org 216.136.232.176

University of Wexford uofwexford.org 216.136.232.176

Westbourne University westbourneu.org 216.136.232.176

Westhampton University europe.com 62.23.130.195
Source: G. Gollin

















Part of the Axact
Diploma Mill Empire



• Ostensibly operated as a software 
firm in Pakistan

• Over 1,000 websites for high 
schools, universities, fake 
accrediting bodies, educational 
search portals

• Sold more than 8 mil high school & 
university diplomas in 191 
countries

• Estimated to have made tens of 
millions of dollars each year

Largest Diploma Mill Scam: Axact



Western Advanced Central University



SEO Masters



Faculty at Western Advanced Central U. 

Source: Slate.com



Depositphotos.com



Faculty at Western Advanced Central U. 



123RF.com: Royalty-free Stock Photos



But known as 82-year old Johanna Cornet



Resources



2021 AACRAO Publication
Guide to Bogus Institutions and 
Documents
https://community.aacrao.org/CPBase__item?id=
a1H3w00000w5aevEAA
$75 members, $108 non-members

Free Recording: AACRAO Webinar 
from February 3, 2022
Fraudbusters: The Battle Against 
Diploma Mills

https://www.youtube.com/watch?v=jK2IcOsTJ1M

https://community.aacrao.org/CPBase__item?id=a1H3w00000w5aevEAA
https://www.youtube.com/watch?v=jK2IcOsTJ1M


2018 FRAUDOC
E-publication (free)
http://www.cimea.it/mktg/guidelines_on
_diploma_mills/files/downloads/Guidelin
es%20on%20Diploma%20Mills.pdf

Scholaro List of Unaccredited 
Universities (free)
https://www.scholaro.com/unaccredited-
universities/

http://www.cimea.it/mktg/guidelines_on_diploma_mills/files/downloads/Guidelines%20on%20Diploma%20Mills.pdf
https://www.scholaro.com/unaccredited-universities/


Important to be able to identify 
what is legit and valid…

2019  A Guide to International 
Academic Records (free)
https://ierf.org/for-institutions/ierf-vault/

https://ierf.org/for-institutions/ierf-vault/


2020 Ministries of Education & 
Verification Resources (free)
https://www.taicep.org/taiceporgwp/wp-
content/uploads/2020/04/TAYD-Research-
at-Your-Desk-MOE-Resource-List.pdf

World Higher Education 
Database (free)
www.whed.net

https://www.taicep.org/taiceporgwp/wp-content/uploads/2020/04/TAYD-Research-at-Your-Desk-MOE-Resource-List.pdf
http://www.whed.net/


World Higher Education Database



World Higher Education Database
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